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1
Decision/action requested

In this contribution, we analyse the security attacks published in [2] and [3] and propose potential solutions to address the attacks.
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3
Rationale

GSMA LS [1] proposes to use full rate UP IP to mitigate attacks published in [2] and [3] (subsequent attacks based on attack published in [2]). Further discussing the GSMA LS [1], SA plenary tasked SA3 to [Report from SA#87-e on SA3 topics by SA3 Chairman]
This contribution details the analysis on the feasibility of the potential attack [2] and propose appropriate solution to resolve the problem. Solution to mitigate the aLTEr attack [2] mitigates IMP4GT [3], as the IMP4GT attacks exploit the same underlying issue of aLTEr attack [2]. 
4
Analysis on aLTEr [2] attack 

Alter attack can be successfully mounted in a live network, only if all the below aspects are in favour to the attacker. 

1.
Only two (primary & secondary) DNS Server IPs are used for all queries within the operator’s network.

2.
Attacker owns a globally routable IP address for which the checksum can be manipulated and matched correctly for the configured DNS IP address (in combination of the TTL and Genuine Destination IP address) of the serving PLMN. 
3.
Attacker knows the exact TTL value of the DNS request, for which attacker has prior knowledge of the victims mobile OS details.

4.
Even though the network configures a DNS IP address, the operator does not support any inbound and outbound filtering based on the service/protocol.

5.
DNS security is not enabled to protect DNS request from UEs. 

6.
Attacker is able to operate a fake relay Base Stations, which has is in sync with the same connection parameters of victim’s UE and the genuine Base Station. For example, Bearer ID, COUNT etc, used in the RRC and UP encryption and integrity protection should be same in the E2E leg and in the first leg with fake Base Station. 

But, making all the above aspects in favour is practically impossible. The authors of [2] clearly indicated that the packet modification is done within the lab environment and the modified packet is sent via the live network. The success of the attack completely depends on the packet modification, which is demonstrated within the lab environment. 

Further, from the detailed below facts/reasons/conditions, mounting of this attack successfully in a live 3GPP network is near to impossible (when User Plane encryption is activated):

1.
DNS Server IP address assignment in 5GC

a.
Particularly for 5G, the DNS Server IP address depends on the DNN/NSSAI and may be different for each DNN/NSSAI. For example, the Data Network maintains its own the Recursive/Authoritative DNS server.

b.
For load balancing reasons, DNS servers within a PLMN may be randomly picked from the pool and assigned to the UE for every service request procedure.

· Based on the above procedures, in assigning and usage of the DNS server IP address, it is not possible for the attacker to know (or even guess to certain degree) the destination DNS server IP address, from the encrypted packet. 

2.
Compensating the checksum using 8 bits TTL.

a.
No such practical evidence detailed in the papers on the IP addresses used (what is modified to what). 

b.
In Fig. 7 of the paper [2], only ip.a and ip.c has little more liberty for manipulating. It is very restrictive to select and modify ip.b and ip.d, as there is no manipulating parameter. 

c.
Manipulating a 32 bits routable destination IPv4 address of a DNS server and compensating the checksum using 8 bits TTL value will restrict and reduce the range of the addresses that can be attacked. For example, if the ip.a + ip.c + 64 (TTL) < ip.a’ + ip.c’ + 3 (TTL)
· Given the constraints on the IP address (both, UE selection of a DNS server IP address and obtaining routable IP address by the attacker) and acceptable TTL to compensate, it is not possible to mount the attack on all networks and for any given DNS IP address.

3.
Victim’s device OS details.

· It is not possible for the attacker to know the model of the mobile, when all sensitive identities and capabilities are exchanged after control plane security is activated. 

4.
A fake relay Base stations, 

a.
which is in sync with the parameters of victims UE and its parameters with the genuine base station (for example, Bearer ID, COUNT etc). 

b.
At any point of time, the fake relay Base stations can mount the attack on a UE.
· Since the attacker need to establish the fake relay base station, where the radio signal strength of the genuine base station less than the fake base station. The attacker needs to activate fake cell for a long period, so that the UE sends a DNS request. Persistent activation of the fake cell in a particular area will give alarm to the genuine networks, so that the operator can take further actions, e.g. informing legal authorities or contacting the victim UE (c.f., TS 33.501, Annex E).   

Further the authors indicated clearly [3] that probability of the attack is very low or not possible. Excerpt from [3]:
Attack Probability

Probably not! The attacker needs to be highly skilled and in close proximity to the victim. Besides the specialized hardware and a customized implementation of the LTE protocol stack, conducting the attack outside a controlled lab environment and without a shielding box would also require more engineering effort. However, for single targets of high interest it might be worth to meet the constraints above

5
Potential Solutions 

Given the analysis in the clause 2, mounting the attack in the live network is in-frequent and success rate is very minimal (almost nil) and it is quoted in the GSMA LS [1] also “Even though the new attacks may have limited impact in real-world deployments”. Therefore, activating full rate user plane integrity protection to mitigate these attacks is over-engineering and at this stage of Rel-16, it is not acceptable to have such mandatory hardware requirement and specification changes in different working groups. 
Leaving out the possibility of the attack apart, as to address the published theoretical security threat from standards perspective, more dedicated solution or combination of the solutions from the list below to be considered to mitigate such attacks in Rel-15 and Rel-16 UEs:

1. To separate and protect sensitive traffic (like DNS, ICMP) in a dedicated PDU sessions that support UP IP, for 5GS. (Solution #1, TR 33.853)
2. Recommend to use DNS security specified in RFCs [4] or [5] or [6] above, for LTE networks.
SA3 have to respond to the identified vulnerability incrementally, therefore study on the following to be considered and continued, in the upcoming releases, as to future strengthen the security of 5G networks and UEs:

· Performance impacts in activation of the UP IP at full data rate (considering all possible mechanism to achieve it, like reporting and action for a consecutive failed integrity check for maintaining the QoE/QoS). 

· Re-designing the UP security policy, for example, from per PDU session to per DRB within the PDU session and support for activation/deactivation at any time within a PDU session. 
· Avoiding UE camping on the false base station (which is the main issue, which empowers all such attacks). 

6
Conclusion

Malleability attack on the AES CTR mode is well known theoretically, but practically with the segmentation and concatenation functionality of RLC layer, this attack on IP header is mitigated. The attack [2] and [3] scenarios detailed were demonstrated using the UE which is in possession of the attacker and within the lab environment. Though severity of the attack is medium, but likelihood in mounting this attack in the live network is very less (not possible). 

In order to mitigate these theoretical attacks (which is a very corner case and very unlikely), companion CRs S3-200696 and S3-200697 are proposed for 5GS and EPS respectively.

